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Policy information

Organisation

Tutors & Exams Ltd (the company)

Scope of policy

The Policy applies to all offices of Tutors & Exams Ltd

The company has no Data Processors acting on our behalf.

Policy operational
date

September 2022

Key Roles

Data Protection Officer - The person on the management committee
who is responsible for ensuring that it follows its data protection
policy and complies with the Data Protection Act 1998.

Data Controller - The person who (either alone or with others)

decides what personal information [Group] will hold and how it will
be held or used

The DPO will endeavour to ensure that all personal data is processed
in compliance with this Policy and the Principles of the Data
Protection Act 1998. The Freedom of Information Act 2000 and the
Protection of Freedoms Act 2012 are also relevant to parts of this

policy.

The company recognises The General Data Protection Regulation
(GDPR) (Regulation (EU) 2016/679) adopted 27 April 2016, the two-
year transition period and the application date of 25 May 2018 and
compliance with that directive.

Background on GDPR

https://ico.org.uk/for-organisations/guide-to-the-general-data-
protection-regulation-gdpr/lawful-basis-for-processing/special-
category-data/

Date approved by
Board/
Management
Committee

September 2022
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Policy review date | September 2024
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Introduction

Purpose of
policy

The company is required to process relevant personal information.

This policy details how Tutors & Exams in relation to exams
management and administration, ensures compliance with the
regulations as set out by the Data Protection Act 2018 (DPA 2018) and
UK General Data Protection Regulation (GDPR).

The delivery of examinations and assessments involve centres and
awarding bodies processing a significant amount of personal data (i.e.
information from which a living individual might be identified). It is
important that both centres and awarding bodies comply with the
requirements of the UK General Data Protection Regulation and the
Data Protection Act 2018 or law relating to personal data in any
jurisdiction in which the awarding body or centre are operating.

In these JCQ's General Regulations for Approved Centres (section 6.1)
reference is made to ‘data protection legislation’. This is intended to
refer to UK GDPR, the Data Protection Act 2018 and any statutory
codes of practice issued by the Information Commissioner in relation
to such legislation.

Types of data

Data is processed in terms of LEGITIMATE INTEREST of members of
staff, contactors, candidates, candidate parents/guardians and
customers.

Personal data can be held on computers, laptops and mobile devices,
or in a manual file, and includes email, minutes of meetings, and
photographs.

Personal data covers both facts and opinions about an individual
where that data identifies an individual. For example, it includes
information necessary for employment such as the member of staff's
name and address and details for payment of salary or a candidate’s
application, personal data and exam results.

Personal data may also include sensitive personal data as defined in
the Act; for example, candidates with Special Considerations and
Access Arrangements. Sensitive personal data also includes data
relating to medical information, gender, religion, race, sexual

DP&GDPR_V1.1
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orientation, trade union membership and criminal records and
proceedings.

Exams Related Information

There is a requirement for the exams office(r) to hold exams-related
information on candidates taking external examinations. For further
details on the type of information held please see below.

Candidates’ exams-related data may be shared with the following
organisations:

e Awarding bodies

e Joint Council for Qualifications (JCQ)

This data may be shared via one or more of the following methods:

e hard copy
e email

e secure extranet site(s)

This data may relate to exam entries, access arrangements, the
conduct of exams and non-examination assessments, special
consideration requests and exam results/post-results/certificate
information.

Candidates eligible for access arrangements which require awarding
body approval using Access Arrangements online are also required to
provide their consent by signing the GDPR compliant JCQ candidate
personal data consent form before approval applications can be
processed online.

For the purposes of this policy, all candidates’ exam-related
information - even that not considered personal or sensitive under the
DPA/GDPR - will be handled in line with DPA/GDPR guidelines.

The table below details the type of candidate exams-related
information held, and how it is managed, stored and protected

Protection measures may include:
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e password protected area on the centre's intranet
e secure drive accessible only to selected staff
e information held in secure area

e updates undertaken (this may include updating antivirus software,
firewalls, internet browsers etc.)

name and address and details for

Members of Staff
payment of salary.

name and address and details for

Contractors
payment of salary.

name and address and details for
processing examination entries.

Candidates Including data relating to Special
Considerations and Access
Arrangements

Name and address and details for
Candidate Parents/Guardians | processing examination entries of
candidates

Customers may be candidates or
parents/guardians of candidates or
external organisations managing the
education of candidates.

Customer

The company shall so far as is reasonably practicable comply with the
Data Protection Principles (the Principles) contained in the Data

) Protection Act and GDPR to ensure all data is:-
Policy

statement e Fairly and lawfully processed

e Processed for a lawful purpose

e Adequate, relevant and not excessive
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e Accurate and up to date
e Not kept for longer than necessary
e Processed in accordance with the data subject's rights

o Kept Safe and Secure

To ensure that the centre meets the requirements of the DPA 2018 and
UK GDPR, all candidates’ exam information - even that which is not
classified as personal or sensitive - is covered under this policy.

In addition to:
e respectindividual’s rights

e be open and honest with individuals whose data is held

e provide training and support for staff who handle personal data,
so that they can act confidently and consistently

e notify the Information Commissioner voluntarily, even if this is not
required

It is taken that any data processing undertaken by the company is at
the request and legitimate interest of the company’s customers, staff
and contractors.

Background on individuals' rights : (https://ico.org.uk/for-
organisations/guide-to-the-general-data-protection-regulation-
gdpr/individual-rights/)

The company will endeavour to ensure that all personal data held in
relation to all Data Subjects is accurate. Data Subjects must notify the
data processor of any changes to information held about them. Data
Subjects have the right in some circumstances to request that
inaccurate information about them is erased. This does not apply in all
cases, for example, where records of mistakes or corrections are kept,
or records which must be kept in the interests of all parties to which

they apply.

Key risks

The main risks within the company lie in two key areas:
e data getting into the wrong hands, through poor security

e data getting into the wrong hands, through inappropriate
disclosure of information

DP&GDPR_V1.1
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e individuals being harmed through data being inaccurate or
insufficient
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Responsibilities

The Board /
Company
Directors

Recognise that they have overall responsibility for ensuring that the
company complies with its legal obligations.

Data Protection
Officer

The responsibilities of the DPO include the following Data
Protection/GDPR (DP/GDPR) issues:

e briefing the Board on DP/GDPR responsibilities

e reviewing DP/GDPR and related policies

e advising other staff on tricky DP/GDPR issues

e ensuring that DP/GDPR induction and training takes place

e notification to the Information Commissioner’s Office (ICO)

e handling subject access requests

e approving unusual or controversial disclosures of personal data

e approving contracts with Data Processors (should this be
deemed necessary in the future)

Specific Not applicable within the company at present. To be approved by
Department
DPO as necessary.
Heads
All staff and volunteers are required to read, understand and accept
Employees & any policies and procedures that relate to the personal data they may
Volunteers handle in the course of their work. (The term ‘employees’ includes
both paid employees and volunteers.)
The company and therefore all employees and contractors are
required to respect the personal data and privacy of others and must
Enforcement ensure that appropriate protection and security measures are taken

against unlawful or unauthorised processing of personal data, and
against the accidental loss of, or damage to all personal data.

DP&GDPR_V1.1
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Should this policy be breached, the DPO and Directors of the
company will be informed. Employees or contractors will be required
to undergo training (to be record by DPO)
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Security

Scope

It is noted that Data Security is not wholly a Data Protection issue.

The company is developing a Business Continuity policy - backup
procedures (both for data and for key employee availability) and
emergency planning

Setting security
levels

An appropriate level of data security must be deployed for the type
of data and the data processing being performed.

In most cases, personal data must be stored in appropriate systems
and be encrypted when transported offsite.

Other personal data (examination seating plans and candidate
timetables) will be used during public examinations under controlled
circumstances; therefore, having a lower requirement for data
security.

Security measures:
e Computers - require access key

e Microsoft One Drive - require username and password

Access to examination rooms is controlled under JCQ Policies.

Security The company will take appropriate technical and organisational steps
measures to ensure the security of personal data.
All staff will be made aware of this policy and their duties under the
Act/GDPR.
The company does not maintain a clear desk policy, this matter is
under review by the company Directors.
The company does not process "off site’ or use external contractors.
The company does not use external organisations to process data.
All data processing is ‘on site’
Specific risks

Phishing and Malware attacks
Employees and contractors are made aware of the treat of “vishing”
and “phishing” emails. To avoid employees and contractors being

tricked into giving away information over the phone or by email, staff
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are trained annually about current threats and how to deal with the
risks arising.

Specifically, employees and contractors should not give the personal
information of Data Subjects to third parties.

Data Breaches

Although data is handled in line with DPA/GDPR regulations, a data
breach may occur for any of the following reasons:

e loss or theft of data or equipment on which data is stored
e inappropriate access controls allowing unauthorised use
e equipment failure

e human error

e unforeseen circumstances such as a fire or flood

e hacking attack

e 'blagging’ offences where information is obtained by deceiving
the organisation who holds it

e cyber-attacks involving ransomware infections

If a data protection breach is identified, the following steps will be
taken:

Containment and Recovery
The Data Protection Officer will lead on investigating the breach.
It will be established:

e who needsto be made aware of the breach and inform them of
what they are expected to do to assist in the containment
exercise. This may include isolating or closing a compromised
section of the network, finding a lost piece of equipment and/or
changing the access codes

e whether there is anything that can be done to recover any losses
and limit the damage the breach can cause. As well as the
physical recovery of equipment, this could involve the use of
back-up hardware to restore lost or damaged data or ensuring
that staff recognise when someone tries to use stolen data to
access accounts

DP&GDPR_V1.1
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e which authorities, if relevant, need to be informed

Assessment of Ongoing Risk

The following points will be considered in assessing the ongoing risk
of the data breach:

e whattype of data is involved?
e how sensitive is it?

e if data has been lost or stolen, are there any protections in place
such as encryption?

e what has happened to the data? If data has been stolen, it could
be used for purposes which are harmful to the individuals to
whom the data relates; if it has been damaged, this poses a
different type and level of risk

e regardless of what has happened to the data, what could the
data tell a third party about the individual?

e how many individuals’ personal data are affected by the breach?
e who are the individuals whose data has been breached?
e what harm can come to those individuals?

e arethere wider consequences to consider such as a loss of
public confidence in an important service we provide?

Notification of Breach

Notification will take place to enable individuals who may have been
affected to take steps to protect themselves or to allow the
appropriate regulatory bodies to perform their functions, provide
advice and deal with complaints.

Evaluation and Response

Once a data breach has been resolved, a full investigation of the
incident will take place. This will include:

e reviewing what data is held and where and how it is stored
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e identifying where risks and weak points in security measures lie
(for example, use of portable storage devices or access to public
networks)

e reviewing methods of data sharing and transmission

e increasing staff awareness of data security and filling gaps
through training or tailored advice

e reviewing contingency plans
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DP&GDPR_V1.1 18

Tutors & Exams Ltd, 8 Mercia Business Village, Torwood Close, Coventry, England, CV4 8HX
09183379

Tutors & Exams and the T&E Logo are Registered Trade Marks of Tutors & Exams Ltd



Data recording and storage

Accuracy

The company will endeavour to ensure that all personal data held in
relation to all Data Subjects is accurate. Data Subjects must notify the
data processor of any changes to information held about them. Data
Subjects have the right in some circumstances to request that
inaccurate information about them is erased. This does not apply in all
cases, for example, where records of mistakes or corrections are kept,
or records which must be kept in the interests of all parties to which

they apply.

Updating

The company may retain data for differing periods of time for different
purposes as required by statute or best practices.

The fundamental requirement of the company is to ensure the
identification of candidates. This may require the company holding
photographs and personal information over several examination
sessions. This this is to identify candidates and for the convenience of
candidates.

Individual data requirements are incorporate these retention times.
For example, CVs cannot be kept for more than 6 months without the
express permission of the data subject.

The company may store some data such as examination
administration material, photographs, exam results and examination
certificates awaiting collection indefinitely. Subject to legal
requirements.

To date, the company has not introduced a regular cycle of checking,
updating or discarding old data. This is to be reviewed by the DPO
and the Directors of the company, with regard to the number of
returning customers and candidates.

Storage

This is to be reviewed by the DPO and the Directors of the company

Retention
periods

Details of retention periods, the actions taken at the end of the retention
period and method of disposal are contained in the centre’s Exams
Archiving Issue/Retention of Certificates Policy which s
available/accessible from Head of Centre
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This is to be reviewed by the DPO and the Directors of the company

Archiving This is to be reviewed by the DPO and the Directors of the company
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Right of Access

Responsibility

Examination Officers are responsible for ensuring that right of access
requests are handled within the legal time limit of one month

Procedure for
making request

Right of access requests must be in writing to the appropriate Exam
Centre.

All employees or contractors are required to pass on anything which
might be a subject access request to the appropriate Examination
Officer without delay.

Further information about Rights of Access is available on the
following link:

https://ico.org.uk/for-organisations/guide-to-the-general-data-
protection-regulation-gdpr/individual-rights/right-of-access/

Provision for
verifying identity

Provision for checking their identity before handing over any
information.

Exams Officers should use data subject information to verify the
identity of an individual making a Right of Access Request.

Charging

Information is provided free of charge.

A charge (‘'reasonable fee’) may be made when a request is
manifestly unfounded or excessive, particularly if it is repetitive.

The company may also charge a reasonable fee to comply with
requests for further copies of the same information.

The fee is based on the administrative cost of providing the
information.

Procedure for
granting access

If the request is made electronically, the information will be provided
in a commonly used electronic format.

It is noted that the GDPR best practice recommendation, is to
provide remote access to a secure self-service system to provide
individuals with direct access to their information. This is not
appropriate for the nature of the company’s business model
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Third Party
Access

Permission should be obtained before requesting personal
information on another individual from a third-party organisation.

Candidates’ personal data will not be shared with a third party
(unless a request is accompanied with permission from the candidate
and appropriate evidence (where relevant), to verify the ID of both
parties, provided).

In the case of looked-after children or those in care, agreements may
already be in place for information to be shared with the relevant
authorities (for example, the Local Authority). The centre's Data
Protection Officer will confirm the status of these agreements and
approve/reject any requests.

Operational Guidance

All staff should consider whether an email (both incoming and
outgoing) will need to be kept as an official record. If the email needs
to be retained it should be saved into the appropriate folder or,
printed and stored securely. The original email should then be

E Mail deleted from the personal mailbox and any “deleted items” box,
either immediately or when it has ceased to be of use.
Remember, emails that contain personal information which is no
longer required for operational use, should be deleted from the
personal mailbox and any “deleted items” box.
Phone calls can lead to unauthorised use or disclosure of personal
information and the following precautions should be taken:
e if you receive a phone call asking for personal information to be

checked or confirmed,
Phone Calls

e be aware that the phone call may come from someone
pretending to be the data subject access, or impersonating
someone with a right of access.

e personal information should not be given out over the telephone
unless you have no doubts as the caller’s identity and the
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information requested is innocuous. If you have any doubts, ask
the caller to put their enquiry in writing.

The company passwords should not be easy to guess. Make sure all
your passwords contain both upper and lower-case letters and

preferably contain some numbers. Ideally passwords should be 6
characters or more in length.

Passwords
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Transparency

Commitment

The company is committed to ensuring that Data Subjects are aware
that their data is being processed and

e forwhat purpose it is being processed
e whattypes of disclosure are likely, and

e how to exercise their rights in relation to the data

Procedure

e This information is available on the company website

e Reference to data subject information within the DPA/GDPR
legislation is identified on the candidate application form.

Responsibility

All employees and contractors are responsible for transparency in
relation to Data Subjects.

Lawful Basis

Data is processed in terms of LEGITIMATE INTEREST of members of
staff, contactors, candidates, candidate parents/guardians and

Underlying customers.
principles
https://ico.org.uk/for-organisations/guide-to-the-general-data-
protection-regulation-gdpr/lawful-basis-for-processing/
It is difficult to envisage the potential for employees, contractors or
candidates to opt out of the company’s data processing system.
Opting out . L
To opt out would render JCQ candidate verification invalid and
contravene their rules.
Once given, consent can be withdrawn, but not retrospectively.
Withdrawing In such a situation, it will be taken that a candidate wishes to
consent

withdraw from their examination entry. The company cannot
guarantee that fees can be refunded.
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Given the nature of the company’s business, there may be occasions
where the company has no choice but to retain data for a certain
length of time, even though consent for using it has been withdrawn
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Employee training & Acceptance of responsibilities

All employees who have access to any kind of personal data, have

Induction . Qs . . . .
their responsibilities outlined during their induction procedures
o If there are opportunities to raise Data Protection issues during
Continuing . . . :
traini employee training, team meetings, supervisions, etc. this may be
raining

worth mentioning

Procedure for
staff signifying
acceptance of
policy

This DPA/GDPR Policy is supplementary to the company handbook.

This Policy is available on the company’s Document storage facility
(Company Policies)

Policy review

Responsibility

The next Policy review will be completed by the Head of Centre /
DPO.

Procedure

All employees and contractors may be consulted during this review.

Timing

It is expected that the Policy review will be completed by September
of the year of review.

For more information, please visit the ICO website: https://ico.org.uk/for-
organisations/guide-to-the-general-data-protection-regulation-gdpr/

When using a third party data processor, please read the guidelines here:

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-

gdpr/accountability-and-governance/contracts/
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Table recording candidate exams-related information held

For details of how to request access to information held, refer to this policy (Access to information)

For further details of how long information is held, refer to section 6 of this policy (Data retention periods)

registers copies

cabinet

. Information description What personal/sensitive data is/may be Where information is How information is Retention
Information type . . . . . ) . . ;
(where required) contained in the information (where required) stored (where required) | protected (where required) period

Access Candidate name Access Secure username and | 12 Months
arrangements Candidate DOB Arrangements password
information Online

Gender

MIS In secure office
Data protection notice (candidate
. Lockable metal
signature) . .
filing cabinet

Diagnostic testing outcome(s)

Specialist report(s) (may also include

candidate address)

Evidence of normal way of working
Alternative site Address of site Lockable metal Padlock/coded 12 months
ARG Candidates attending cabinet In secure office

Invigilator details

Lead member of staff details
Attendance Candidate name Lockable metal Padlock/coded 12 months
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q Information description What personal/sensitive data is/may be Where information is How information is Retention
Information type ; . . . . ) ) . :
(where required) contained in the information (where required) stored (where required) | protected (where required) period
Candidate DOB In secure office
Candidates’ scripts Candidate name Secure store until Padlock/coded Up to 24

Candidate DOB

posted/collected

In secure office

hours after
examination

Candidates’ work

Candidate name

Candidate DOB

Lockable metal
cabinet

Padlock/coded

In secure office

Up to 24
hours after
examination

Certificates Candidate name Lockable metal Padlock/coded 12 months
Candidate DOB cabinet In secure office
Certificate Candidate name Centre specific Secure username and | 12 months
.destructl.on Candidate DOB SharePoint password
information
In secure office
Certificate issue Candidate name Centre specific Secure username and | 12 months

information

Candidate DOB

SharePoint

password

In secure office
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q Information description What personal/sensitive data is/may be Where information is How information is Retention
Information type ; . . . . ) i ) .
(where required) contained in the information (where required) stored (where required) | protected (where required) period
Conflicts of interest Invigilator/staff members name Centre specific Secure username and | 12 months
records SharePoint password
In secure office
Entry information Candidate name Centre specific Secure username and | 12 months
Candidate DOB SharePoint password
Gender
Data protection notice (candidate In secure office
signature)
Candidates Address
Exam room incident Candidate name Lockable metal Padlock/coded 12 months
o5z Invigilator/staff members name cabinet In secure office
Invigilator and Invigilator/staff members name Centre specific Secure username and | 12 months

facilitator training
records

Invigilator/staff members contact
details

SharePoint

password

In secure office
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. Information description What personal/sensitive data is/may be Where information is How information is Retention
Information type ; . . . . ) i ) .
(where required) contained in the information (where required) stored (where required) | protected (where required) period
Overnight Candidate name Lockable metal Padlock/coded 12 months
.superV|5|.on Candidate DOB cabinet In secure office
information
Gender
Data protection notice (candidate
signature)
Candidates Address
Post-results Candidate name Centre specific Secure username and | 12 months
serv.lces: . Candidate DOB SharePoint password
confirmation of
candidate consent Gender
information Data protection notice (candidate In secure office
signature)
Candidates Address
Post-results Candidate name Centre specific Secure username and | 12 months

services:
requests/outcome
information

Candidate DOB

Gender

SharePoint

password

In secure office
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. Information description What personal/sensitive data is/may be Where information is How information is Retention
Information type ; . . . . ) ) . :
(where required) contained in the information (where required) stored (where required) | protected (where required) period
Post-results Candidate name Centre specific Secure username and | 12 months
serV|.ces: scripts Candidate DOB SharePoint password
provided by ATS
service Gender
In secure office
Post-results Candidate name Centre specific Secure username and | 12 months
services: tracking Candidate DOB SharePoint password
logs
Gender
In secure office
Private candidate Candidate name Centre specific Secure username and | 12 months

information

Candidate DOB
Gender

Data protection notice (candidate
signature)

Diagnostic testing outcome(s)

Specialist report(s) (may also include
candidate address)

Evidence of normal way of working

SharePoint

password

In secure office
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. Information description What personal/sensitive data is/may be Where information is How information is Retention
Information type ; . . . . ) ) . :
(where required) contained in the information (where required) stored (where required) | protected (where required) period
Resolving timetable Candidate name Centre specific Secure username and | 12 months
clashes information Candidate DOB SharePoint password
In secure office
Results information Candidate name Centre specific Secure username and | 12 months
Candidate DOB SharePoint password
In secure office
Seating plans Candidate name Lockable metal Padlock/coded 12 months
cabinet In secure office
Special Candidate name Centre specific Secure username and | 12 months
Fon5|der§tlon Candidate DOB SharePoint password
information
Medical/details of special consideration
In secure office
Suspected Candidate name/staff members name Centre specific Secure username and | 12 months
T R Candidate DOB/staff members date of SharePoint password
reports/outcomes

birth

Medical/details of special consideration

In secure office
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Information type Information description What personal/sensitive data is/may be Where information is How information is Retention

(where required) contained in the information (where required) stored (where required) | protected (where required) period

Transferred Candidate name Centre specific Secure username and | 12 months
candidate Candidate DOB SharePoint password
arrangements

Gender

Data protection notice (candidate In secure office

signature)

Diagnostic testing outcome(s)

Specialist report(s) (may also include

candidate address)

Evidence of normal way of working
Very late arrival Candidate name Centre specific Secure username and | 12 months
reports/outcomes SharePoint password

Candidate DOB

Details of reasons for late arrival
In secure office
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